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Outline

• Presentation of project
• Main goals
• Self-healing composed services
• Examples
• Design of self-healing services
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Introduction to the WS-
Diamond project

• EU FET Open project no. IST-516933
• Sept. 2005-June 2008

4

Partners
Dept. Informatica
Univ. Torino  (I)

Dept. Electronics
and Information 
Politecnico Milan (I)

Dept. AI 
Vrije Univ. 
Amsterdam (NL)

LRI 
Univ. Paris Sud (F)

Dept. CS 
and manufacturing 
Univ. Klagenfurt (A)

Workflow
Research group 
Univ Vienna (A) 

IRISA
Univ. Rennes (F)

LAAS - CNRS
Univ. Toulouse (F)



2

5

The Context

• Complex service 
• based on composition of other services
• May fail (functional / QoS)

• Which are the responsible services (diagnosis)?
• How can we recover at run time (Repair)?

?!??
Wrong answer    No answer

Late answer  Bad quality answer
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Another approach:
Fault-Error-Failure cycle in 
WS-Diamond 

fault

error

failure
alarms, observables, events, 
symptoms, faulty behaviors, 

discrepancies,
exceptions and WS fault 
messages (notification)

cause

state
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Project objectives in 1 
Slide
• operational framework for self-healing 

service execution of conversationally 
complex Web Services
• Monitoring service execution
• Fault detection
• Diagnosis
• Recovery/repair

• a methodology and tools for service 
design that guarantee effective and 
efficient diagnosability/repairability
during execution
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Integration of 
methodologies
• Achieving the goals require integration of 

different methodologies:
• service composition languages and 

technologies
• Workflow systems
• model-based reasoning and diagnosis
• Information Systems
• Semantic Web languages
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Exceptions and self-
healing
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The WS-Diamond repair 
cycles
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Execution and instance
repair: “Diamonds”

L. Console and WS-Diamond Team. 
WS-DIAMOND: an approach to Web 
Services, DIAgnosability, MONitoring
and Diagnosis. In International e-
Challenges Conference, The Hague, 
Oct. 2007.
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Overview:
Involved Modules
• Diagnoser: finding the cause

• Receives an exception from the services and tries to 
determine where the process started to go wrong and 
which service was responsible for the problem.

• Recovery Planner: deciding what to do
• Given the output of diagnosis, computes a recovery plan 

made of the recovery actions made available by the Self-
Healing Layer.

• Self-Healing Layer: doing what needs to be done
• Allows the execution of proper recovery actions over an 

orchestrated process.
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Diagnoser: decentralized 
architecture

• Several Diagnostic Modules
• Each WS a LOCAL Diagnoser

• Local Diagnosers exploit model-
based reasoning techniques

• They produce LOCAL hypotheses on 
the causes of the observed problems

• Orchestrator a SUPERVISOR
• The Supervisor correlates 

hypotheses from Local Diagnosers
• Can decide which Local Diagnosers 

should be invoked

orch

WS1 WS... WSn
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Instance Repair Actions

• Retry/Execute an activity

• Compensate an activity, that is invoking an operation which 
is defined as a compensation for a given one in a given 
state

• Substitute a Web service

• Problems: session and state management, 
choreography
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Case 1: Temporary Fault

Send Order Receive Order

Split Order

Check Availability
On Warehouse

Check Availability
On Supplier

Calculate Cost

Supply

Check Availability

Calculation

Split

CUSTOMER SHOP WAREHOUSE

• The SHOP is 
declared faulty

• The Recovery 
Selector stops
the SHOP and 
the WAREHOUSE

• The split activity 
is repaired

• The Recovery 
Selector retries
the split activity

• The Recovery 
Selector retries 
all the activities 
up to the 
calculate cost 
activity and then 
resumes the 
process

Check Availability
On Warehouse

Check Availability
On Supplier

Calculate Cost

Check Availability
On Warehouse

Check Availability
On Supplier

Split Order

Check Availability
On Supplier

Split Order

Calculate Cost

Check Availability
On Supplier

Split Order

Check Availability
On Warehouse

Calculate Cost

Check Availability
On Supplier

Split Order
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Case 2: Permanent Fault

Send Order Receive Order

Split Order

Check Availability
On Warehouse

Check Availability
On Supplier

Calculate Cost

Supply

Check Availability

Calculation
Service

Split
Service

CUSTOMER SHOP WAREHOUSE

• The WAREHOUSE 
is declared faulty

• The Recovery 
Selector stops the 
SHOP and the 
WAREHOUSE

• The Recovery 
Selector 
substitutes the 
WAREHOUSE

• The Recovery 
Selector redoes
the check 
availability activity

• The Recovery 
Selector redoes all 
the activities up to 
the calculate cost 
activity and then 
resumes the 
process

Check Availability
On Warehouse
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Modules: the Self-Healing Layer

• The Self-Healing Layer is realized by means of SH-
BPEL, a Self-Healing extension for WS-BPEL engines

• Its purpose is to allow the execution of proper recovery
actions over faulty BPEL processes

• The SH-BPEL engine can be easily adapted to work with 
any existing WS-BPEL engine without introducing 
modifications in their code

• The SH-BPEL engine can be controlled and configured
by means of a WSDM-based management interface 
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Completion plan generation
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All goal objects are in a correct state

Current instance  (possibly 
faulty) Repair action 1

Repair action XX Repair action XY

Observe branching of XOR-split-points

ENDFLOW

ENDFLOW

ENDFLOW

ENDFLOW

ENDFLOW

ENDFLOW

Instance X 

Instance XX Instance XY 

Repair action 2
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• Execution Time:  The time that the provider needs to achieve 
the processing of the request:

• Texecution = t3  – t2  
• Response Time : The time between sending a request and 

receiving the response:
• Tresponse = t4  – t1 

• Communication Time: The time that the SOAP message 
needs to reach its destination:

• Tcommunication = Tresponse – Texecution

Class level repair
Considered QoS parameters

Requester Provider

Time

t1

t2

t3

t4

Texec Tresp Tcomm+ =
Request

Response
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Class level repair
characteristics
• QoS degradations are the handled faults. 

• Their detection is based on statistical analysis of logged 
QoS parameters. 

• Two models are considered: chronicles, and Markovian
models.

• Monitoring and repair based on :
• Intercepting & processing communication messages 

between providers and requesters, 
• Meta-level communication extending message headers by 

metadata describing QoS information (parameters and values) 

• Repair by reconfiguration
• Is based on class-level substitution and duplication
• Acts by re-routing requests to different services
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Measurement: 
The approach 
• Main goal of measurement: detection of QoS 

degradation
• Approach based on identification of temporal 

chronicles as QoS degradation symptoms
• Some experimented temporal chronicles: 

• Example 1: N “consecutive” Texec greater than the 
average time : 
• Texeci>(AVGTexec+delay)

• Example 2: N “consecutive” accelerations of Texeci: 
(without deceleration between Texeci)
• TexecN>TexecN-1> … >Texec2>Texec1

• Example 3: Texec increases abruptly:
• Texec2 >> Texec1
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QoS-Oriented, Monitoring-based 
self-healing architecture
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Diagnosis & planning: 
The implemented module

• Provided functions:
• A diagnosis by reasoning about the alarms received from the 

measurement module
• Generates the repair plan to be performed by the 

reconfiguration execution module
• For local diagnosis and repair, plans are composed of a single 

elementary reconfiguration action involving the targeted web 
service. 

• Internal architecture and implementation: two 
web services

WS-Req

DB LogMgr

Interface 
w

ith 
R

econfE
xec

Measurement Diagnostic 
Engine

Decision 
Planner

R
S

M

P
S

M
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Repair:
The approach
• Main goal: eliminate source of detected QoS 

degradation
• Approach based on architectural 

reconfiguration targeting class-level repair 
• Considered elementary reconfiguration 

actions:
• Service duplication
• Service substitution

WS3

Req1 WS1

WS2

Network1

Network2

Dublicate(WS1,WS2)… same network
Substitute(WS1,WS3)…. different networks
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Repairability
reasoner

State-based
diagnosability

checker

Process Analysis
and 

Design

Self-healability
checker

Enforceability
analysis
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Chronicle-based
diagnosability

checker

Temporal
conformance

checker

Self-healability
assessment as a 

whole

Self-healability
assessment through
diagnosability and 

repairability

Conformance
assessment

Structural
Conformance

analysis

SELF-HEALING
ORCHESTRATION

DESCRIPTION

Design tools
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Concluding remarks

• Exploitation phase:
• New projects
• Industrial dissemination, looking for partners

• Further research needed:
• Automatic learning, automatic generation and 

improvement
• Management of repair
• Design of adaptive and self-healing service-

based systems
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